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B mepBoM pasnene IUIUIOMHONW paOOThl BBINOJHEH AaHAIW3 OCHOBHBIX
OPUHLKIIOB 3allUThl HMH(OpPMAaLKMKW B KOPHOPATUBHBIX HMH(POPMALIMOHHBIX
CUCTEMAX, PACCMOTPEH METOJ MOJEIMPOBAHMS TOBEIEHUS 4YEJIOBEKa Kak
MHCTPYMEHTA  TMOBBIIIEHHUS  YPOBHS  3alMUIEHHOCTH  CHCTEM, IIPOBEACH
KPUTUYECKHUI aHajau3 CYLIECTBYIOLIIMX MPOTrPaMMHBIX MPOAYKTOB, HCIOIb3YEMbIX
JUTSL 3aIMThl KOPIIOPATUBHBIX Web-cucreM.

Bo BTrOpoM paszgene BBIIOJIHEHO MCCIENOBAHUE METONOB  3aIUTHI
uHpopMalii B MH(MOPMALIMOHHBIX  CHCTEMax C y4eToM creuuduxku
KOPIIOPAaTUBHBIX ~ web-cucrteM,  pa3paboTaHa  mareMaruyeckas  MOJEINb
MOJICIMPOBAHUS TOBEACHUS TIOJB30BaTENsl KOPHOpPAaTUBHOM web-cucteMbl Ha
OCHOBE HEMPOHHOM CETH.

B TperpeM pazgene npencTaBi€Hbl pe3yJbTaThl AKCIEPUMEHTAIBHOIO
UCCJIEIOBaHUS  KOPPEKTHOCTM  MAaTeMarHyecKoro  METOAAa  MOJAEINPOBAHMS
MOBEJICHUS T0JIb30BaTENII Web-CUCTEMBI, a TaKKe MPOU3BEICHO MPOEKTUPOBAHUE
MH(GOPMAITMOHHON MOJIETTN CUCTEMBI.

B uyerBeproM paznene mnpousBeAcHAa KOMIIBIOTEPHAs pean3alus U
anpoOarusi CUCTEMbl MOJIEIUPOBAHUS MOBEACHUS MOJNb30BATENS I MOBBILICHUS
YpOBHsI 0€30M1aCHOCTH KOPIIOPATUBHON WEb-CUCTEMBI.

B nsitoM paznene pazpaboTaHbl MEpONpUsITHS sl oO0ecTieueHusT 6€30MaCHbBIX
YCJIOBUU TPYZA.

[lenp AumIoMHOM pabOTHI: MOBBIIICHHWE YPOBHS 3alIUThl MUH(OpMAIUU B
KOpPIIOPAaTUBHBIX Web-cucTeM 3a cyYeT BHEAPEHUS CHUCTEMbl 0O€30MacHOCTH,
OCHOBAaHHOW HA METOJ€ MaTeMaTU4YeCKOro  MOJEIHUPOBAaHUS  IOBEJICHHS
MOJIb30BaTENei B KOPIIOPATUBHBIX Web-cuctemax.

OOBEKT HCCIeNOBaHUS: TMPOLECC MaTeMaTHYecKoro MOJEIMPOBAHUS
MOBEJICHUS T0JIb30BaTENe Web-CHCTEMBI.

[Ipenmer wHccineqoBaHUS: METOAbl MaT€MAaTUYECKOTO  MOJEIMPOBAHUS
MOBEICHUS T0JIh30BaTEIeH Web-CHCTEMBI.

[Ipy BBINOJHEHWM JUIUIOMHON pPaOOThl HCHOIB30BATUCH CIEIYIOLINE
METO/bl HAYYHOIO MCCIIEIOBAHMS: AaHAJIN3, CUHTE3, AEAYKLHUsA, MOJAECIUPOBAHUE,
TUIIOTE3a, SKCIIEPUMEHT, CPAaBHEHHUE.

HoBu3Hna wuccienoBaHusi 3akirovaeTcss B pa3paboOTKe HOBOM MoJeiIu
oOecrieueHusi 0€30MACHOCTH KOPIOPATUBHBIX Web-cucTteM, KOTOpas OCHOBaHA Ha



HEUpPOCETEBOM  METOAEC  MAaTeMarudecKoro  MOZCIMPOBAHUSA  NOBEACHUSA
MOJIb30BATENICH KOPIIOPATUBHBIX WEb-CUCTEM.

[IpakTueckass 3HAYMMOCTb PE3YJBTATOB HCCICAOBAHUS 3aKIIOYACTCA B
YIIy4IIEHUN Ka4ecTBa 3AIIHTHI KOPIIOPAaTUBHBIX web-cuctem oT
HECAHKIMOHUPOBAHHOT'O AOCTYIa U IPUUYUHEHHSI (PUHAHCOBOT'O BpEla KOPIIOPALUU
MyTeM Kpakl KOMMEPUYECKON MH(POPMALIUH.

MOJEJIMPOBAHME  IIOBENEHMA, CHCTEMbI  BE3OIIACHOCTH,
KOPIIOPATHMBHbBLIE WEB-CUCTEMbI, HEMPOHHBLIE CETHU, UML, PHP,
SKOHOMMUYECKAS OODPEKTUBHOCTD
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Y mepmoMy po3aun  JUIIOMHOI pOOOTHM BHKOHAHO aHalli3 OCHOBHHUX
MPUHIMIIB 3aXUcTy 1HGOpMaIi B KOPHMOPAaTUBHUX 1H(MOPMAIIHUX CHCTEMaX,
pPO3IISTHYTO  METOJ  MOJCIIOBAaHHS TIOBEMIHKM JIFOMWHU SIK  1HCTPYMEHTY
MiBUIICHHS PIBHS 3aXUIICHOCTI CUCTEM, IIPOBEICHO KPUTHUHUHN aHAMI3 ICHYIOUUX
MPOTPaMHUX TMPOMYKTIB, IO BUKOPHUCTOBYIOTHCS MJISI 3aXHUCTy KOPHOPATUBHUX
web-cucrem.

VY npyromy po3miiai BUKOHAHO JTOCIIXKEHHS METOJIB 3axucTy 1H(dopmalii B
iH(oOpMaLIITHUX cHUCTeMax 3 ypaxXyBaHHSM cCHelU(piKU KOPHOPaTUBHUX Wweb-
CUCTEM, PO3po0JIecHa MaTeMaTUYHa MOCIIb MOJICITFOBAHHS TTOBEIIHKHA KOPUCTYBavya
KOpPIOPAaTUBHOI Web-CUCTEMH Ha OCHOBI HEUPOHHOI MEpexI.

Y TperhoMy poO3AUTI TPEACTABICHI PE3yAbTaTH EKCIEPUMEHTAIbHOTO
JOCHTIKEHHSI KOPEKTHOCTI MAaTreMaTHMYHOTO METOJy MOJICIIIOBAaHHS ITOBEIIHKH
KOpUCTyBaua Web-CHCTEMH, a TaKo)XK BUPOOJIEHO MPOEKTYBaHHS 1HQOpMAIIHHOT
MOJIEJI CUCTEMH.

VY gerBepTOMY pPO3AUII MpOBEJACHA KOMI'IOTEpPHA peati3allis Ta ampoOarlis
CHUCTEMHU MOJICIIOBAHHS MOBEAIHKA KOPUCTyBava JJIs MiABUIICHHS PiBHSA Oe3MeKu
KOpIOpaTuBHOI web-cuctemu.

VY n'stoMy po3aiii po3po0ieHo 3aX0oAu i 3a0e3NeueHHs] Oe3MeUYHUX YMOB
pari.

Mera numiaoMHOI poOOTH: MIABUIIEHHS pIBHSA 3axuUcTy 1HQOpMalii B
KOPITIOPAaTUBHUX Web-CHCTEM 3a paxyHOK BIIPOBA/DKEHHS CHCTEMH OC3IIeKH,
3aCHOBAaHOI Ha METOJll MaTeMaTMYyHOTO MOJEJIOBaHHS MOBEIIHKM KOPHCTYBadiB B
KOpPIIOPAaTUBHUX Web-crcTeMax.

OO0'exT IOCHIKEHHS: TPOILEC MaTEeMaTUYHOTO MOJICIIFOBAaHHS IOBEIIHKHU
KOpHUCTYyBauiB web-cuctemu.

[Ipenmer moCHiKEHHS: METOM MAaTeMaTMYHOTO MOJCIIOBAHHS MOBEIIHKU
KOpPHUCTYBauiB web-cucTeMu.

[Ipn BUKOHAaHHI JUIUIOMHOT POOOTH BUKOPHUCTOBYBAIUCS TaKi METOIU
HAyKOBOTO JOCII/DKCHHS: aHali3, CHUHTE3, JCHYKINs, MOICTIOBaHHSI, TiNoTe3a,
EKCIIEPUMEHT, TIOPIBHIHHSI.

HoBuszna nocnipkeHHs mojsirae B po3poOili HOBOI MOjeNl 3a0e3NeueHHs
Oe3mekn KOpPIOpaTUBHUX Web-CHUCTeM, sKa 3aCHOBaHAa HAa HEHPOCETEBOM METOI
MaTeMaTHYHOTO MOJICIIOBAHHS TIOBEIIHKM KOPHUCTYBadiB KOPIOPATUBHHUX WwWeb-
CUCTEM.



[IpakTyHa 3HAYUMICTH PE3YNBTATIB MOCTIIKEHHS TOJSATAE B TOJIMIICHH]
SKOCTI 3aXHCTy KOPIIOPAaTUBHUX Web-CHCTeM BiJ HECAHKIIIOHOBAHOTO JOCTYITY 1
3anmofisiHHs (PIHAHCOBOT IIKOAM KOpHOpalii LUISIXOM KpPaaiKKA KOMEpLIHHOI
1H(popMalii.

MOJEJIIOBAHHA ITOBE/IIHKMU, CUCTEMUA BE3IIEKH,
KOPITOPATUBHI WEB-CUCTEMM, HEMPOHHI MEPEXI, UML, PHP,
EKOHOMIYHA E®EKTHUBHICTbH



ABSTRACT

The full name of «Research of a mathematical methods and a modeling of a
users behavior to improve the effectiveness of information security in the corporate
web-systems»

Master's thesis on the specialty: 8.04030302 «Systems and methods of

decision-making" .
Student gr. SM-10-m DSEA, D. Kolodko. Kramatorsk, 2015.
The work contains 147 pages: 48 pic., 6 tab., 23 slides.

The first section of the thesis analyzed the basic principles of information
security in corporate information systems, presents a method of modeling human
behavior as a tool to improve security systems, critical analysis of existing
software products used to protect corporate web-systems.

In the second section, performed research on methods of information
protection in information systems, taking into account the specifics of a corporate
web-system, developed a mathematical model of a corporate web systems user
behavior modeling based on neural network.

The third section presents the results of an experimental study of the
correctness of the method of mathematical modeling of a web user behavior and
developed the information model of the system.

The fourth section is produced computer implementation and testing of the
system of user behavior modeling to increase the security level of a corporate web-
based system.

In the fifth section, developed measures to ensure safe working conditions.

The aim of the thesis: a higher level of information security in corporate
web-based systems through the introduction of safety systems based on the method
of mathematical modeling of the enterprise web-system’s user’s behavior.

The object of study: the process of mathematical modeling of the web-
system user’s behavior.

Subject of research: methods of mathematical modeling of the web-system
user’s behavior.

In the thesis used following methods of research: analysis, synthesis,
deduction, modeling, hypothesis, experiment, comparison.

The newness of the research is to develop a new model of corporate web-
security systems, which is based on neural network method of mathematical
modeling of the corporate web-system’s user’s behavior.

The practical significance of the results of the research is to improve the
quality of protection of corporate web-systems from unauthorized access and
causing financial harm to the corporation by theft of commercial information.

BEHAVIOR MODELING, SECURITY, CORPORATE WEB-SYSTEMS,
NEURAL NETWORKS, UML, PHP, ECONOMIC PERFORMANCE



